Internet Security at Work

Protect company, customer, and employee data online

William P. Flinn

m Microsoft Cyber Security Analyst
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Small and midsize /@—
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Small and midsize
businesses at risk online

1/3

of businesses surveyed
experienced fraud
attempts online
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Five steps to stronger
cyber security
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1 Strengthen your computer’s defenses

2 Avoid downloading malware

3 Protect company data & financial assets

4 Create strong passwords & keep them private

5 Guard data & devices when you're on the go
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Step 1
Strengthen

your computer’s
defenses

'h-_-.




&> Strengthen your

computer’s defenses

¥ Keep the firewall on
¥ Install legitimate antimalware software

¥ Keep software up to date, automatically
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malware

issued to: Michael Krause SUBPOENA IMN A CIVIL CASE

Northwind Traders Case Number: 28-755-YCM
387-555-1212 United States District Court

YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the
United States District Court at the place, date, and time specified below.

Place: United States Courthouse Date and Time: May 7, 2011
880 Front Street 9:00 am. PST
San Diego, California92101

Room: Grand Jury Room




Microsoft Intermet Explorer

" Attention]
Your PC is infected with spyware.
Warning!
Your private data (Credit Card numbers, address, etc)
miay be used by criminaks.

Click "OK" button to get list of available AntiSpyware products.
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Protect company data
and financial assets

¥ Handle sensitive data with special care

® Beware of scams and fraud

- ——



Qo

¥

NSNS
il
N

Protect company data and financial assets

How to evade scams

¥ Look for telltale signs

> ThiMM58e888 SR8 click

¥ Keep sensitive information private

sy



Smarter Online = Safer Online

Step 4

PASSWOI TS sp—

Keep them private
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Create strong passwords

- Which passwords are strong?

My son AldenAc wdtl iIn December
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o Create strong passwords
Keep them private

¥ Make passwords strong
¥ Keep them private

¥ Use unique passwords
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| Guard company data
when you're on the go

Connect securely
Confirm the connection

ZREY P oRTidEntial data

Save sensitive activities for trusted connections
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Flash drives: watch out for unknowns
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& What to do if there are problems

¥ Report abuse and other problems
¥ Immediately report phishing

¥ Immediately report missing devices
or theft of company data

¥ Change all passwords
¥ Wipe mobile phones
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More helpful information

¥ Learn how
¥ Get the latest: microsoft.com/security

¥ Comments? Questions?
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Your gateway to the latest information from Microsoft about how to work more securely on the Internet and better protect
company, customer, and personal data: microsoft.com/security.

© 2012 Microsoft Corporation. All rights reserved.




