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* Wrapping It /
* What You Can Do

® References and Resources

* Q&A




" to get it

* Getting to “Yes” instead of cybersecurity always being “NO!”
® Security should be baked in, not sprinkled on.





https://www.us-cert.gov/sites/default/files/c3vp/smb/Cybersecurity_for_Startups_Slick_Sheet.pdf

nd not just from the

® Misuse of company computir : an compromise security as well as the

(X company’s reputation, and possibly have legal implications.




Self-assess each control.

Have a third party periodically assess your controls.




S

®* Dams ind Waste Water

(X ®* Emergency Services . ® Financial
@




® You don’t kn you identify them.

(/é * A formalized framework helps you identify and prioritize the risks.
@



® One-hu

® Four Tiers of cybrsec i

v



occurrence

to take action

regarding ¢

®* Recover — Develop and implement the appropriate activities to maintain plans for
resilience and to restore any capabilities or services that were impaired due to a
O cybersecurity event.




Function
Unique
Identifier

Function Category Category
Unique
Identifier

Identify Asset Management

Risk Management Strategy
Supply Chain Risk Management

Protect Identity Management and Access Control
Information Protection Processes and Procedures

PR PT Protective Technology

DE.CM Security Continuous Momitoring

m Detection Processes

ﬁ Anomalies and Events

AE
Respond RSEP
RP




\

NIST CSF EXAMPLE (IDENTIFY)

Function Category Subecatagory

IDLAM-1: Phvsical devices and svstems within

the organization are inventoried

ID.AM-2: Boftware platforms and applications
within the organization are inventorisd

Asset Management (IDLAM): The data,
personnel, devicss, systems, and facilitizs that
enable the orzanization to achisve business

IDENTIFY (IDVy ID.AM-3: Organizational communication and

data flows are mapped

purposss are identifisd and managed consistent
with their relative importancs to business
objectives and the organization’s risk strategy.

ID.AM-4: External information syvstems are
catalogued

I AM-5: Besowrces (2.2., hardware, davices,
data, and softwars) are prioritized based on their
classification, eriticality, and businsss value

ID.AM-6: Cvbersecurity rolss and responsibilitiss
for the entire workfores and third-party
stalceholders (2.2, suppliers, customers, partners)
arz sstablizhed

Informative References

- CCSCsC1

- (COBIT £ BATOS .01, BATOS 02

- ISA 62443-2-1:2009 42,3 4

- ISA 62443-3-3:2013 5K 7.8

- ISQVIEC I7001:2013 A 811, AB12
- NIST SP 800-53 Rev. 4 Ch-8

- CCSC8C2

- COBIT § BAT0%.01, BAT0S.02, BATOG.05
- ISA 62443-2-1:2009 423 .4

- ISA 62443-3-3:2013 5K 7.8

- ISOIEC 27001:2013 A 811 A812
- NIST SP 80M)-53 Rev, 4 CM-8

- CC5CsC1

- ISOQVIEC I7001:1013 A15.2.1

- NIST SP B00-53 Rev. 4 AC-4 CA-3 CA-5 PL-3
- CIOBIT 5 APO02.02

- ISOVIEC 27T001:2013 A11.2.6

- NIST SP 800-53 Rev. 4 AC-20, 3A-9

- (COBIT & APO03.03, APOO3 .04, BATOG .02
- ISA 62443-1-1:2009 4236

- ISOVIEC 27001:2013 A 8321

- NIST SP B0M-53 Rev, 4 CP-2 RA-2 BA-14
- (COBIT & APOO1 .02, DERDS.03

- ISA 62443-2-1:2008 43233

- ISOVIEC Z7001:2013 A 611

- NIST SP B0M0-53 Rev, 4 CP-2 PE-7 PA-11
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NIST CSF EXAMPLE (PROTECT)

Funection Category
Access Control (PR.AC): Access to asssts and
PROTECT (PE) associated facilities iz limited to avthorized vears,

processes, of deviess, and to avthorized activities
and transactions.

Subecategory

PR.AC-1: Id=ntiti=s and cradentials are
managad for avthorized deviess and ssers

PE.AC-I: Physical accsss to asssts i3 managed
and protectad

PE.AC-3: Eamote access is managed

PE.AC-4: Acces: permizsions ars managsd,
incorporating the principles of least privilege and
separation of dotiss

PE.AC-5: Natwork integrity iz protected,
incorporating nstwork seeregation where
appropriats

Informative References

- CC3 C5C 16
- COBIT 5 D3805.04, DE306.03
- ISA 6I443-2-1:31009 43351

- I8A 62443-3-2:2013 3R 1.1 SR 12 SR 13 3R 14 SR 1.5 8R1.7,

SR1E8.3R1%G

- ISO/EC 27001:2013 AG21 AG22 AS24 A031 AG42,

AD4S

- NIST SP B0O0-53 Rev, 4 AC-2, IA Family
- COBIT 5 DE201.04, D205 .0

- ISA 62443-2-1:2009 4 3

2.0 A1114 AT116,

- ISOIEC 27T001:2013 A.11.1.1,

All23

- NIST 5P B00-53 Rev. 4 PE-2, PE-3, PE-4, PE-3, PE-§, PE-&

- COBIT 5 APO13.01, DE201.04, DR205.03

- ISA 62443-1-1:2002 43366

- ISA 62443 3-3:2013 2R 113, 8K 2.6

- ISOVIEC 27001:2003 A 622 A 1311, 41321

- NIST 5P 80M)-53 Rev. 4 AC-17, AC-15 AC-20

- CCSC8C 12, 15

- ISA 62443-2-1:2009 43373

- ISA 62443-3-3:1013 8R. 2.1

- ISOVIEC Z7001:2013 A6.12 A5 12 A523 A%41 A%44
- NIST 5P 80M)-53 Rev. 4 AC-2 AC-3 AC-5 AC-6 AC-16

- ISA 62443-2-1:2009 4 3.5 4

- ISA 62443-3-3:2013 5E. 3
- ISOVIEC 27001:2013 41311, A 1313 A 1321
- NIST SP B00-53 Rev. 4 AC-4 5C-7

A, 8R 3.8




Function Subcategory Informative References
DE.AE-1: A bassline of nstwork operations and - COBIT 5 D3303.01

expected data flows for users and systems is - ISA 62443-2-1:2009 £ 4 3 3

established and managed - NIST SP B00-53 Rev. 4 AC-4, CA-3 CMN-2, 814

- ISAGI443-1-1:1009 43456, 43457, 434538

DE 2. D . vz - ISA 62443-3-3:2013 R 2.5 ER 25 SR 210, ER 2. 11, 3R 2,12 ER
AFE-Z: Datected events are analyzed to 36 SR 6.1 SF 6.2

mderstand clk targets and methods
Anomalies and Events (DE.AF): Ancmaloss uneerstang attack targ - ISOMEC 27001:2013 A.16.1.1 A 1614
DETECT (DE) | activity is detectad in 2 timely manner and the . NIST SE 800-53 Kev. 4 AU-6, CA-7, IR-4, 5T4
potential impact of events is vnderstood. DE.AE-3: Event data are agerazated and - ISA 62443-3-3:2013 5. 6.1
correlated from multiple sources and sensors - NIST SP B00-53 Rev. 4 AU-6, CA-7, R4, IR-5, IR.-8, 314
- COBIT 5 APO12.06
- NIST SP 800-53 Rev. 4 CP-2, IR-4, RA-3, 81 -4
- COBIT 5§ APO12.06
DE.AF-5: Incident alert thresholds are established | - ISA 62443-2-1:2009 4.2.3.10
- NIST SP B00-53 Rev. 4 R4, IR-5, IR-8

DE.AF-4: Impact of events is determined




Funection

RESPOND (RS)

Category

Communications (RS.CO): Fzsponszs
activitizs are coordinated with internal and
external stalesholders, as appropriate, to include
external support from law enforcement agencies.

Subecatepory

RES.CO-1: Personnel lenow their roles and order
of operations when a responss is neaded

Informative References

- ISA62443-2-1:2009 43452 43453, 43454
- ISOVIEC 27001:2013 A 6.1.1, A ls 1.1
- NIST 5P B00-53 Rev, 4 CB-2, CB-3, [E-3, IE-3

RS.C0O-2: Events are reported consistent with
sstablizhed criteria

- ISA 62443-2-1:3009 43455
- ISOVIEC 27001:2013 A 6.1.3, A 1612
- NIST 5P B00-53 Rev, 4 AU-&, IE-5, IE-8

E5.C0-3: Information is shared consistent with
response plans

- ISA 62443-2-1:3009 43452

- ISOIEC 37001:2013 A 16.1.2
- DLImL =L HUU-sS Mey, & UA-L LA
o |

ES.CO-4: Coordination with stalcsheolders occurs

consistent with response plans

- ISA 62443-2-1:3009 434355
- NIST 8P B0M-583 Rey, 4 CP-2 T4 IR-§

RS.C0O-5: Voluntary information sharing occurs
with external stalceholders to achieve broader
evbersecunity situational awarensss

- NIST 5P B00-53 Rev, 4 PM-15, 51-3

JUE-L, LN, LN-E, FE-b, KA-D,



Category
Recovery Planning (RC.EP): Fecovery

processes and procedurss are executed and

Function

maintained to ensvre timely restoration of
swvstems or assets affected by cvbersecurity
svants,

Subcategory

RC.EP-1: Eecovery plan is executed during or
after an avent

Informative References

- CCSC8C3

- COBIT & D3302.05, D8303.04

- ISOIEC 27001:2013 A 16.1.5

- NIST 5P B00-23 Rev, 4 CP-10, IF-4, IF-8

Improvements (RC.IM): Eecovery planning
and processes are improved by incorporating
lezzons learnad into futvre activities,

RECOVER (RC)

RC.IM-1: Eecovery plans incorporats lessons
lzarnad

- COBIT & BAIO3.07
- ISA6I443-2-14434
- NIST 5P 800-23 Rev, 4 CP-2, IF-4 IE-8

RC.IM-2: Escovery strategiss are uvpdated

- COBIT & BAIO7.08
- NIST 5P B0O0-53 Rev, 4 CP-2, -4, IE-8

Communications (RC.CO): Ezstoration
activities are coordinated with internal and
external parties, such as coordinating centers,
Intern=st Szrvice Providers, owners of attacking
swstems, victims, other CRIE T, and vendors.

FC.CO-1: Fublic relations are mma;_raé.

- COBIT & EDM03.02

RC.CO-2; Beputation after an svent iz repairad

- COBIT & MEAQ3 .02

RC.CO-3: Eecovery activitiss ars
communicated to internal stalceholders and
exacutive and manasement teams

- NIST 5P B00-23 Rev, 4 CP-2, [F-4




ve Tier 4:

® Maturity assessme




anizational
ase basis due to
ave processes that

* External Pc arger ecosystem with respect to
either its depende r s not collaborate with or receive information (e.g.,
threat intelligence, best practices, c om other entities (e.g., buyers, suppliers, dependencies,

dependents, ISAOs, researchers, governments), nor does it share information. The organization is generally
unaware of the cyber supply chain risks of the products and services it provides and that it uses.
O




al level,
ersecurity
VAL
ation. Cyber risk
S ble or reoccurring.

o Exferdl Pc

e larger ecosystem with respect to
ganization collaborates with and receives

either its own depende

some information from other entities and generates some of its own information, but may not share information

with others. Additionally, the organization is aware of the cyber supply chain risks associated with the
products and services it provides and uses, but does not act consistently or formally upon those risks.




ormed
place to
oles and
assets. Senior
2nior executives ensure

= Exteral Pa

ndents in the larger ecosystem and may
contribute to the con

h and receives information from other entities

regularly that complements internally ¢ d shares information with other entities. The organization is

aware of the cyber supply chain risks associated with the products and services it provides and that it uses. Additionally, it
usually acts formally upon those risks, including mechanisms such as written agreements to communicate baseline
requirements, governance structures (e.g., risk councils), and policy implementation and monitoring.




ies,
ectives
ial risk
iment and risk
rances.
. and continuous
to business/mission

External Pa rger ecosystem and contributes to the
community’s broade ormation that informs continuous analysis of its risks
as the threat and technology land formation internally and externally with other collaborators. The
organization uses real-time or near real-time info derstand and consistently act upon cyber supply chain risks associated with the
products and services it provides and that it uses. Additionally, it communicates proactively, using formal (e.g. agreements) and informal
mechanisms to develop and maintain strong supply chain relationships.







CRR Domain

MNo. of Goals

Mo. of Goal Practices

Mo. of MIL* Practices

Asset Management 7 29 13
Controls Management 4 16 13
Configuration and Change Management 3 23 13
Vulnerability Management 4 15 13
Incident Management 5 2 13
service Continuity Management 4 15 13
Risk Management 5 13 13
External Dependencies Management 5 14 13
Training and Awareness 2 11 13
Situational Awareness 3 8 13




O

1\\5 CRR DOMAIN ARCHITECTURE

— 7 7 7 71 One or more progressions of |
| practices that are unique to |
the domain

~ T 7 771 Progressions of practices that |
describe institutionalization
activities—same in each

domain




®* MIL 2 Planned - A st , the CRR domain is not only performed

but is also supported by planning, stakeholders, and relevant standards and
guidelines.




®* MIL 5 Defined e performed, planned, managed,

measured, and consistent across all constituencies within an organization who
/ have a vested interest in the performance of the practice.




ybersecurity

- Cyber Resilience

®* The goal is to purposefully and deliberately strive to attain high levels of
cybersecurity program maturity.




ally while
uting assets, and

® Access > allowed to do.

* Vulnerability Mo on your network and get them fixed.

* Business Continuity — Have a plan to be able to protect data and recover if a disaster or some other
emergency strikes.




® US-CERT: Critico _ unity Voluntary Program

(X * https://www.us-cert.gov/ccubedvp
e


https://smallbusinessbigthreat.com/
https://www.uschamber.com/CybersecurityEssentials
https://www.us-cert.gov/ccubedvp/cybersecurity-framework
https://www.us-cert.gov/ccubedvp

1 Security (OIS)

® Article:

® https://www.scmagazine.cc , all-business-cybersecurity-act-into-

law /article /789147 /2utm source=newsletter&utm medium=email&utm campaign=SCUS Newswire 2
0180820&email hash=3b55642160677tb4bdff433c5f488d04&hmSubld=tTWs893tySM1
O


https://www.us-cert.gov/ccubedvp/smb
https://ics-cert.us-cert.gov/Training-Available-Through-ICS-CERT
http://www.oit.state.co.us/ois
https://www.scmagazine.com/president-signs-nist-small-business-cybersecurity-act-into-law/article/789147/?utm_source=newsletter&utm_medium=email&utm_campaign=SCUS_Newswire_20180820&email_hash=3b55642160677fb4bdff433c5f488d04&hmSubId=tTWs893tySM1




