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® Being eping you safe online.

® The need to keep you ond computers and smartphones —

consider all of your “loT” devices.
O
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A Word About The Internet of Things (loT)

Demonstration




® Don't ignc
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yve ability to also address

rols, and personal firewall settings.




1\\5 ANTIVIRUS PROGRAMS AND FEATURES

O Windows Defender Security Center

¢ Family options

at you nee mpli ur family's

Your device is being protected.

Parental controls

@ Help protect your kids online.
Last threat sca

Last threat definition upda
Last health scan: 8 018

Keep track of your child’s digit:

G lely

(( | !! % View family settings

- . ] ) ; See your family's devices at a glance
Virus & threat Device performance & Firewall & network Family options

protection health protection r family 2 Check the health and safety of your family's devices.
No a mnme ti ses the re the up ls health staty

View devices

ilable in all markets.
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? Device performance & health

Check that your Windows is up-to-date and if there are any issues
impacting your device health. The Health report shows the status of the
most recent scan.

Health report

Last scan: 8/

@ Windows Update
No issues

@ Storage capacity
No issues
Device driver

No issues

Battery life
No issues

1\\5 ANTIVIRUS PROGRAMS AND FEATURES

“P Firewall & network protection

View network connections, specify Windows Firewall settings, and
troubleshoot netwark and Internet problems.

Domain (workplace) network

Firewall is on.
Network is connected.

@ Private (discoverable) network

Firewall is on.
Network is not connected.

3 Public (non-discoverable) network

Firewall is on.
Network is not connected.

Allow an app through firewall
Network and Internet troubleshooter
Firewall notification settings
Advanced settings

Restore firewalls to default




® Taking adval

(X * Other maintenance tools such as “DEFRAG” and “Disk Cleanup”
@



ealthcare

® Using a password

* Dashlane (Ranked #1 by ConsumerA dvocate.Orgq)

® Roboform

* Keeper



https://www.consumersadvocate.org/password-manager/a/best-password-manager?msclkid=126339ca70f0121db3da62be3c7e554c&utm_source=bing&utm_medium=cpc&utm_campaign=zh Password Manager&utm_term=password manager&utm_content=Password Manager Phrase

* Don't use the same quiring extra security.

® When entering password “hints” — make the answers obscure, not the real answer
@ (This is how Sarah Palin’s email got hacked).
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administrative f
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senders.

° If y fe , don'’t click on the link.

* Go to the known web ¢ _ ser and log in that way and see if they have any

notifications for you there.
@




Inbox - 1 - Comcast p 5 Calendar

1§ EMAIL CLIENT — PREVIEW MODE

File Edit View Go Message Eventsand Tasks Teols Help

O & Get Messages ~ [ Write v W8 Chat 9 Address Book | © Junk @ Delete 4 Reply “Reply Al ED Reply to List W Tag ~ Quick Filter Xt 1 = & CardBook
T .
ViRl 1 - Comcast ’ | ®® Unread W Starred & Contact @ Tags & Attachment Fi t P

Subject ®® @ Date Correspondents

« New listings and price reductions in Laramie, WY @ 4:20 PM realtor.com
Your support fuels our 20,000 Sentinel Activists . 415 PM Tim Chapman
Busted: Another dirty trick used by Big Pharma to profit from you . 406 PM Jason Richards - FamilySurvival. Club
Mew Service Times / Fall Kickoff 353 PM Dan Pourbaix
{Sheriff-Media-Notify} Jail Deputies Assaulted 347 PM Sheriff Press-Release
SALE! Parts for a Radical Rifle Revamp 34 PM Brownells
William, your August AT&T THANKS® has benefits just for you. 304 PM AT&T
Quarterly Bill 2:40 PM 1)'s Storage
Save 10% off AimSurplus Brand items! < 2:12 PM AIM Surplus
Ower 200,000 Colerade energy jobs are at risk! 1:48 PM Colorado Rising Action
Are You Ready For A Road Trip? 12:20 PM ConcealedCarry.com

|| Affiliate Tools
| Affiliate Accounts

| Gun Digest
) LASR
|, Lucky Gunnar
b US

Promote the protection ALL responsible gun owners need: 707 AM Kris Gostomski
<« Freedom Flash - 60 seconds for me! = 7:04 AM Kate P.

Mavient Account Information 5:07 AM Mavient

|, Marketing Tools

|| Web Development

From Tim Chapmam-ﬁf 4y Reply =» Forward &3 Archive @ Junk o Delete  More ~

Devotionals
- Subject Your support fuels our 20,000 Sentinel Activists 415 PM

|, Express Toll
|, Family
w | Healthcare

|, Blue Cross Blue Shield —
o William,

|| Tricare

1) Storage

et I'm forwarding you a great story of how our Heritage Action Sentinels are holding Congress accountable to conservative principles

at the local levels.
PayPal
Retirement - DFAS
US Law Shield

UsAs

This story below shows how Sentinels are leaders in their communities and in the grassroots fight to advance conservative policy.

b
b
=h
=h
=k
=10

Sentinels, such as Matt Long and Angela Smith, are critical to our shared mission to hold elected leaders accountable and enact
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j§ HOVERING OVER LINK OF LEGITIMATE EMAIL

O

Preview and try out the updates to Wells Fargo Online®

We'e improving the Walls Farge Oniine experience 10 help make it easier for you to get your banking done.

access 10 your mest frequent activities, such as checiang
bilis, and more,

hbs2yabEihdbb9owlontrvgngb/bodycta
lick or tap to follow link.

. From the Account Summary tab, select the Give it a try fnk in the blue box.
Follow the directions to manage your account information in the new design
Tell us what you think by selecting the Give Feedback bution at the top of the page

Note that your accounts will reflect any transactions and activity that you complete during the preview
period.




1\\5 HOVERING OVER LINK OF MALICIOUS EMAIL
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Preview and try out the updates to Wells Fargo Online®

We're improving the Walls Fargo Oniine expernence 10 help make it easier for you 10 get your banking done.,

35 10 your most frequent activities, such as checking

o www russianmafia )/ §, and more.

Jsteabyourmoney/Torgodssakedontdick/

“From the Account Summary tab, select the Give it a try link in the blue box
Foliow the drections 10 manage your account informabion In the new design.
Tell us what you think by selecting the Give Feedback button at the top of the page.

Note that your accounts will reflect any transactions and activity that you complete during the preview
period.







and take control:

h A

®* To steal file

®* To install malicious software.

* Damage your computer in another way so that you have to pay again to have it fixed.







en accessing




Browser Version Security Privacy *Browserscope

& chrome 53 The Best The Worst 16/17

& Firefox 49 Okay The Best 15/17

0 Opera 40 Very Good Good 16/17

e Edge 38 Good (Tentative) Okay N/A

@ safari 10 Good Okay 15/17

IE 11 The Worst Okay 14117

.com/what-is-the-most-secure-web-browser

O ./ /www.browserscope.or


https://tiptopsecurity.com/what-is-the-most-secure-web-browser/
http://www.browserscope.org/?category=summary&v=top

Internet Options ? x

General Security Privacy Content Connections Programs — Advanced General Security Privacy  Conmtent Connections Programs Advanced

Settings
Select a zone to view or change security settings.

@ 9 / @

Sites Advanced

] Location
Local intranet  Trusted sites  Restricted i . -
sites i to you
phy
) Internet o ocke
g This zone is for Internet websites, o Pop-up Blocker
except those listed in trusted and Turn on Pop-up Blocker Settings

restricted zones,

InPrivate

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
- Prompts before downloading potentially unzafe
content
- Unsigned ActiveX controls will not be downloaded

Some gettings are managed by your system administrator.

Some gettings are managed by your system administrator.

O Cancel




B& Wells Fargo — Banking, ' X
‘ ; ) wellsfargo.com y o) Bing Maps - Directions, trip pla... §
- [3 8ing Map ER “ C 0O www.wellsfargo.com

File Edit View Favorites Tools Help
3% Apps Forg

= 2 | Address Update E> Big Data &) MRP IT Consol €9 SecurityCenter ASOC HelpDesk “_'-‘ UMS E) SecOpsCalendar : ¥

WELLS FARGO

WELLS FARGO

Personal Small Business

Personal Small Business

Banking and Cards Loans and Credit

Banking and Cards Loans and Credi

A -

d
l View Your Accounts

Account Summary ¥

usermame

View Your Accounts

Account Summary

[[] save userame
[[] save usemame

3 Sign On
Sign On
Forgot Password/Usemame?
Forgot Password/Username?

g Enroll Now
Fraud Information Center Fraud Information Center

Privacy, Cookies, and Security 5 - Privacy, Cookies, and Security -
i =5 ot




® Monitor periodica our network.

* Xfinity, for example, has an app to alert you when a new device connects to your WiFi router.
@



® Use third-party 1 ular configuration and to send router logs

v



con

orowser if you are away and need a

® You can access you

file while using another computer or your smartphone /tablet.




e ability to give
about you.

even give an intruder the ability
®* Garage Door Openers o break into your home!

* Smart Locks * They all spy on you ;)
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®* Hove

(X * WiFi Router Configurations
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Security Tip:

® http://www.bruceb



https://www.us-cert.gov/home-and-business
https://www.howtogeek.com/173478/10-important-computer-security-practices-you-should-follow/
https://www.us-cert.gov/ncas/tips/ST04-014
https://www.us-cert.gov/ncas/tips/ST15-002
https://www.us-cert.gov/ncas/tips/ST15-003
http://www.brucebnews.com/2016/08/security-tip-hover-over-links-before-you-click/
https://krebsonsecurity.com/password-dos-and-donts/
https://www.lifewire.com/wireless-home-network-security-tips-818355




